
Overview: 

 
Security Operations Analyst 

 

Vacancy Reference Number: MSMS 2023-007 

Location: London / Dublin / Norwich 

 

Job Description:   
 

Business Area: 

Information Security 

Review Date: February 2023 

Functional Title: Security Operations Analyst Corporate Title: Associate 

Ultimate Reporting Line: 
Mehmet Osman – Group Information Security 

Officer  

Responsible For: 

Operational IT, Information and Cyber Security Activity 

 

Explain who will cover the role when current individual is absent from the office: 

 

 

This is a new opportunity to assist the Group Information Security Officer in developing and 

running the Security Operations function across Mount Street Group. 

 

The opportunity exists for an experienced SOC Analyst to establish a non-traditional Security 

Operations Centre and enhance the Group Security function. 

 

The role would suit someone looking to gain broader experience and development in the 

Information Security field. 

 

This is a small and rapidly maturing function serving global customers across multiple legal and 

regulatory jurisdictions. 

 

Core Responsibilities: 

• Collaboratively assist with design of mini-Security Operations Centre 

• Run Security Operations function 

• Apply Threat Intelligence 

• Vulnerability Assessment and Management 

• Incident Management 

• Assurance Reporting 

• Assist in building the ISO27001 ISMS 

 

  



Skills and Competencies: 

 

 Several years’ experience of working in a Security Operations function 

 Knowledge of Threat Intelligence feeds and techniques 

 General Cyber Security, Information Security, and IT Security knowledge 

• Working Knowledge of Microsoft 365 E5 Suite 

• Working Knowledge of Microsoft Defender / Sentinel / SIEM  

• Working knowledge of Cloud Service provider Security considerations including Azure, AWS, 

Oracle, Salesforce etc. 

 Documentation and report writing skills 

 Meticulous attention to detail 

 Desire to progress across the broader aspects of Information Security 

 

Essential Approved Persons Examinations (e.g. FSA, CFA): 

NA 

 

Professional Examinations required (e.g. ACCA): 

Any professional Information Security / Cyber Security / IT Operations certifications is desirable 

but not essential. 

 

Other skills required, essential or desired (e.g. languages): 

Essential 

• Inventive / creative 

• Inquisitive 

• Motivated 

• Dynamic 

 

Desired 

• Experience of working within a regulated environment 

• Experience of Supply Chain Risks and Assurance 

• Nessus or similar scanning tools experience 

 

 

Please note that to ensure compliance with DSGVO/GDPR it is essential for ALL CV’s 

received for prospective candidates who are not appointed MUST be deleted and not 

saved.   If a CV is forwarded onto a colleague please advise them of this rule and please 

delete the sent email from your history also. 



ount Street is committed to creating an inclusive and equitable environment for all.  We believe 

that by harnessing different backgrounds, experiences, and perspectives our teams bring a greater 

breadth and depth of knowledge and expertise and are better placed to support the clients and 

communities we serve.  Creating a truly inclusive working environment is the responsibility of 

every member of our team. We openly welcome all candidates and their unique contributions 

irrespective of age, colour, disability (physical or mental), education, ethnic origin, gender, gender 

identity or expression, nationality, marital or family status (including pregnancy or parental status), 

race, religion or belief, sex, sexual orientation, veteran status or by any other range of human 

difference brought about by identity and experience. 

Research shows that women and members of other under-represented groups may not apply to 

jobs when they believe they may not meet every qualification. If you are enthusiastic about this 

opportunity, and feel you have something to offer, we encourage you to apply. 

We will ensure that reasonable adjustments or accommodations are made at each stage in our 

hiring process for individuals with disabilities.  If you require an accommodation or adjustment, 

please contact the HR team on HR@mountstreet.com or +44 (0) 20 7659 7051. 

 

 

 

mailto:HR@mountstreet.com

